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Koliokviumas: Ciphertexts equivglency proof.
IV-nis, Spalio 31 d., 17:30.

6027 SAKALAUSKAS Eligijus

P Y valzdas: @ savaltés | ) semestras / (ménuo

Pagrin

|
spl 28

spl zsl spl :o}

1
Spl 31

B /b || X 1031708127
kot LAk

of_Eligius SAKALAUSKA prof §

[( 7068111 XI r -508]

nploiogys

KA _prof Elgins SAKALAUSKA prof Eligi

ius SAKALALISKA

Lap 1)

clg

>>z = int64(randi(p-1))
AA z=256639678
28 PrKe= >> beta=mod_exp(g,x,p)
PuKa= beta = 221828624
m1=2000 UTxO c3p T c4p P
n1=g™ mod p m3=1000 L ~ c3b=Enc(b,i5,n3) ="
- cla r PrKe=y
cla=Enc(a,il,nl -
c1§=EncEB jl nl)) ni=Dec(x,cla) n3=g"™ mon P PuKe= b
AL, Comp(n1)=m1 c3p=Enc(fB,i3,n3) —
#.
n2=gm2 mod p PuKA= a m4=4000
—gmé
c2a=Enc(a,i2,n2) Qa ”:‘_gE m°fj4'° o
c2p=Enc(pB,j2,n2) n2=Dec(x,c2a) c4p=Enc(p,i4,n4)
Comp(n2)=m2
cla c2a c3p cap
Net

-

&42

|

@,(a CZO = c/[za = Eﬂé(a 042} hiz) =

Ent (47 l,/} Vji) = C,p = (Emp D) = Chi" alja
EV)C(Qyzzp Ny, ) =Coa= nga)Dzd> — C;/)Z.a@ , @Lz) pr/p

-0y vod P

isg =(z+Ly) rmoad (p-4)

016_008 Conf.Ver.Trans-4 Page 1

Cm, e

ny ) w20 />

(E{ZQ)ﬁ/fZa:) = (miz'aujj g&/z) = G,Qa
(g + L) med (P-4

Enc () 43, N3) = Cap = (Ez, Dys) = Ch (; ) @’g) voodl P
Enc(@q¢ 0 )=Cup= By, Dyp) = y q“‘) wod [

7 Ly Lay
sp’ Cup= Caup= Enc((ylays N34) = (Faug sDaup )=(hsy 3 1 4 )= Caupe



ngw =

1/)3‘ My Wﬁd P

I trapsaction Gatoree vs WA 1 vy + Wy = 2000 42000 = 1000+l opp = My + W,

m
Then sincs : n4Z: Ny Ny = gm:l?—mzmoﬂ/[’ :3, H’MZVMde

gz gy = 1)

m Wiz + Wi
N3y = V3-y =22 F nod P =9 > tnod P

Declare Public Parameters to the network PP = (p, g);

PrKa = x <--randi ==>PuK, =a =g*mod p

>> x=int64(randi(p-1))
X = int64(220099152)
>>a=mod_exp(g,x,p)
a =174059961

>>m1=2000;
>>nl=mod_exp(g,mi,p)
nl=28125784

>> i1=int64(randi(p-1))
i1 =int64(207414820)
>>a_il=mod_exp(a,il,p)
a_il=192148999
>>Ela=mod(nl*a_il,p)
Ela =207347548
>>Dla=mod_exp(g,il,p)
Dla =202537833

cla = (Ela, Dl1a)

Verification: Dec(x, cla) = nnl
>> mx=mod(-x,p-1)

mx = 48335866
>>Dla_mx=mod_exp(D1la,mx,p)
Dla_mx = 75547583
>>nnl=mod(Ela*Dla_mx,p)
nnl=28125784

>> m3=1000;
>> n3=mod_exp(g,m3,p)
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>> p=int64(268435019)
p =268435019
>>g=2;

Incomes

>>m2=3000;
>>n2=mod_exp(g,m2,p)
n2 =222979214

>> i2=int64(randi(p-1))
i2 =int64(67446699)
>>a_i2=mod_exp(a,i2,p)
a_i2=211790072

>> E2a=mod(n2*a_i2,p)
E2a =77938423

>> D2a=mod_exp(g,i2,p)
D2a = 82080815

c2a = (E2a, D2a)

Verification: Dec(x, c2a) = nn2
>> mx=mod(-x,p-1)

mx = 48335866

>> D2a_mx=mod_exp(D2a,mx,p)
D2a_mx =57701660
>>nn2=mod(E2a*D2a_mx,p)
nn2 = 222979214

Expenses

>> m4=4000;
>> n4=mod_exp(g,m4,p)
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p= 268435019; g=2;

PrKa = x <-- randi ==>PuK, =a =g*mod p

>> z=int64(randi(p-1))

z = int64(49750938)

>> beta=mod_exp(g,z,p)
beta = int64(213338364)

>>E12a=mod(Ela*E2a,p)
E12a =52532683
>>D12a=mod(D1a*D2a,p)
D12a =32918394

C12a = (E12a, D12a)

>> E34beta=mod(E3beta*E4beta,p)
E34beta = 57420210
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>>m3=1000;
>>n3=mod_exp(g,m3,p)

n3 = 260099963

>> i3=int64(randi(p-1))

i3 =int64(137379932)

>> beta_i3=mod_exp(beta,i3,p)
beta_i3 = 14259017

>> E3beta=mod(n3*beta_i3,p)
E3beta = 167897317

>> D3beta=mod_exp(g,i3,p)
D3beta = 65145889

Verification: Dec(z, c3beta) = nn3

>> mz=mod(-z,p-1)

mz = 218684080

>> D3beta_mz=mod_exp(D3beta,mz,p)
D3beta_mz = 258869169
>>nn3=mod(E3beta*D3beta_mz,p)
nn3 = 260099963

>>nnl12=mod(nn1*nn2,p)
nnl12 = 143845522

>> m4=4000;
>>n4=mod_exp(g,m4,p)

n4 = 246637967

>> i4 = int64(randi(p-1))

i4 = int64(225960178)

>> beta_i4=mod_exp(beta,i4,p)
beta_i4 =159771180

>> E4dbeta=mod(n4*beta_i4,p)
Edbeta = 195130083

>> D4beta=mod_exp(g,i4,p)
D4beta = 229603826

Verification: Dec(z, c3beta) = nn3
>>mz=mod(-z,p-1)

mz = 218684080

>> D4beta_mz=mod_exp(D4beta,mz,p)
D4beta_mz = 218460911

>> nnd4=mod(E4beta*D4beta_mz,p)
nn4d = 246637967

Nyp = M3y =1

>> E34beta=mod(E3beta*E4beta,p)
E34beta = 57420210

>> D34beta=mod(D3beta*D4beta,p)
D34beta = 107062668

C34beta = ( E34beta, D34beta)

>>nn34=mod(nn3*nn4,p)
nn34 = 143845522
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>> u = int64(randi(p-1)) >>D12a >>hsym = hd28('a| |beta| |t1]|t2]|t3")

u=234711265 D12a=32918394 >> hsym="'174059961| | 213338364 |
>> tl=mod_exp(g,u,p) >>D12a_u=mod_exp(D12a,u,p) 160710747||131605032| |202608126'
t1 = 160710747 D12a_u = 190889544 hsym = 174059961 | | 213338364 |

>> mv=mod(-v,p-1) 160710747 | 131605032 | | 202608126
>> v=int64(randi(p-1)) mv = 44980510 >> h=hd28('hsym')
v = 223454508 >>beta_mv=mod_exp(beta,mv,p) h=67517394
>>t2=mod_exp(g,v,p) beta_mv = 81562027 >>
t2 = 131605032 >>t3=mod(D12a_u*beta_mv,p) >> h=hd28(hsym)

13 =202608126 h = 264802094

>> hsym='174059961 | | 213338364 | | 160710747 | 131605032 | | 202608126'
hsym = 174059961 |213338364| |160710747]|131605032| | 202608126
>> h=hd28(hsym)

h = 264802094

r=Xh+u)med (p-1)
5:@./; +(D‘) mﬂd(}: —{)

>> xh=mod(x*h,p-1) >> i3 >> i34h=mod(i34*h,p-1)
xh = 2537232 i3 =137379932 i34h = 50935534

>> r=mod(xh+u,p-1) >>i4 >> s=mod(i34h+v,p-1)

r = 237248497 i4 = 225960178 s =5955024

>> i34=mod(i3+i4,p-1)
i34 = 94905092
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